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Objectives of this Lab
At the end of this lab, you will be able to

Submit and approve a certificate request for

» A certificate with key pair generated by the browser — EX 1
> A certificate with key pair generated by PKI Services — EX 2
> A certificate with key pair generated on a z/OS server — EX 3

View the installed certificate from the IE broswer — EX 4
Revoke/Suspend a certificate — EX 5
Check the certificate status — EX 6

» Certificate Revocation List (CRL)
» Online Certificate Status Protocol (OCSP)

Customize PKI Services —EX 7

» Configuration file — pkiserv.conf
» Template file — pkiserv.tmpl



Background information

« PKI Services is an application to generate and manage certificates.

z/OS PKI Services Process Flow — a
simplified sample view

1. User contacts PKI Services to request for certificate

2 CGl constructs a web page for user to input information
3.  CGl packages all the info and send to the callable service
4

Callable service calls the daemon to generate the request
object and put it in the Request objects DB

5.  Administrator approves the request through the
administrator web page

6.  CGl calls callable service which in turn calls the daemon to
create the certificate, sign with the CA key in the RACF DB

7.  Certificate is placed in the Issued Cert List DB
8.  User retrieves the certificate
9.  Certificate is posted to LDAP

z/0S PKI Services —
*CGls
*Callable service

*D
aemon$ PKI
Administrator

Web User k \ 6
Q
9 \ Request
8 objects
Issued
LDAP Cert List

» Configuration is done through 3 files — pkiserv.envars, pkiserv.conf, pkiserv.tmpl.

« In z/OS V1R8, we support multiple instances of PKI Services running on the same LPAR. It is this feature that
makes this lab possible since each of you can experiment with your own set up.

« Each user will have his own Certificate Authority (CA) Domain with its CA certificate issued by a Master CA with
subject name ‘OU=Demo Customer Design Centre Certificate Authority, O=TEST,C=US’

 The users’ CA certificates are named ‘CN=Sharb01CA,OU=Test,0=The Sharb01 Firm’, ‘CN=Sharb02CA...’,
‘CN=Sharb03CA..." etc



» This is the partial content of a sample pkiserv.envars file

* It sets up the environment variables for the CA Domain name and the location of the PKI Services configuration
file, pkiserv.conf

# When running as a CA Domain, set the CA Domain name by assigning
# desired value to the _PKISERV_CA DOMAIN variable.

# Note: The first eight characters must be unique.

#

# example: PKISERV_CA DOMAIN=WebAppCA

PKISERV CA DOMAIN=SHARBO1

Configuration File location and Message configuration Options

3H= I 3|

_PKISERV_CONFIG_PATH=/sharelab/sharb01l/pkilab
_PKISERV_MSG LOGGING=stdout logging
_PKISERV_MSG LEVEL=*.w




This is the partial content of a sample pkiserv.conf file
It specifies the names of the VSAM datasets used as the PKI Services databases
It contains the time intervals for certain tasks to perform

It has the global information needed to be in the certificates in all kinds of templates, eg. The CRL Distribution
Point location

Re-starting PKI Services is needed for any changes to this file

# Data set name of the VSAM request (object store) base CLUSTER
ObjectDSN='pkisrvd.vsam.ost'

# Data set name of the VSAM issued certificate list (ICL) base CLUSTER
ICLDSN="'pkisrvd.vsam.icl'

# How often to turn approved requests into certificates
CreatelInterval=Ilm

# How often to create the CRL

TimeBetweenCRLs=10m

# CRL distribution point name

CRLDistName=CRL

# CRL distribution point extension containing the location
CRLDistURIl=http://mvsl.centers.ihost.com:8041/Sharb01l/crls/

# Is OCSP responder enabled?

OCSPType=basic




This is the partial content of a sample pkiserv.tmpl file

It contains HTML like tags

There are different types of templates for certificates with certain usage

The certificate information needed are customizable per template basis, verses those global information specified
in pkiserv.conf

Under the <CONTENT> section is a list of fields that you expect user to input when a request is made

Under the <CONSTANT> section is a list of hard coded fields

The change to this file will be picked up dynamically

<TEMPLATE NAME=1-Year PKI SSL Browser Certificate>
<CONTENT>

%$Requestor (optional) %%

%NotifyEmail (optional) %%

%PassPhrase%%

%$Mail (optional) %%

$CommonName$%

o° o° o° o° oo

</CONTENT>

<CONSTANT>

$%0rgUnit=Class 1 Internet Certificate CA%%
$0rg=The Sharbxx Firm%%
$KeyUsage=handshake$%%

o

ExtKeyUsage=clientauth%%
AuthInfoAcc=0CSP,URL=http://mvsl.centers.ihost:8041/Sharb01/public-
cgi/caocsp%%

%$%NotBefore=0%%

$%NotAfter=365%%

o° o° o° oP

</CONSTANT>

</TEMPLATE>




Exercise Instructions:

Note 1: All the references of xx refer to the number part of your assigned id, eg. 01 if your assigned ID is sharb01)
Note 2: You will play both roles as an end user and as an administrator in the lab. The tasks performed by an end

user and an administrator are indicated by a male ; and female _ !u icon respectively.
kA e

Note 3: If you are not familiar with the MVS/OMVS system, you may refer to Appendix 1 to get some hints.



Exercise 1 - Request a certificate with key pair generated from the browser

A. Submit a request

e Open an Internet Explorer browser to go to the url (change xx to the number part of your assigned id):

http://mvs1.centers.ihost.com:804 1/Sharbxx/public-cgi/camain.rexx

¢ Click on the “Install the CA certificate to enable SSL sessions for PKI Services’ link so that SSL can be performed

for the subsequent actions

PKI Services Certificate Generation Application

MOTID

Install the CA certificate to enable SSL sessions for PKI Services [\ This is the start page
‘ -

4

Choose one of the following:
« Request a new certificate using a model

Select the certificate template to use as a model | 1-Year PKI SSL Browser Certificate v

[ Request Certificate ]

« Pick up a previously requested certificate

Enter the assigned transaction ID

Select the certificate return type | PKI Browser Certificate | v

,S9T1TIOYINY UOTAROTITIISD
,93Be0TITII9) TIRISUTL,

109T9Ss pue

[ Pick up Certificate ]

+ Renew or revoke a previously issued browser certificate

[ Renew or Revoke Certificate ]

« Administrators click here

Go to Administration Page |

email: webmaster@your-company.com

21035 231BOTJITAIS) 9yl se
100y Pe1SniL,



http://mvs1.centers.ihost.com:8041/Sharbxx/public-cgi/camain.rexx

Choose the “1 Year PKI SSL Browser Certificate’ template
Click ‘Request Certificate’

PKI Services Certificate Generation Application

Q Pick a template

Install the CA certificate to enable SSI sessions for PRI Services

Choose one of the following:
» Request a new certificate using a model

Select the certificate template to use as a model | 1-Year PKI SSL Browser Certificate V|
1-Year PKI SSL Browser Certificate

1-Year PKI S/MIME Browser Certificate

2-¥ear PKI Windows Logon Certificate

2-Year PKl Browser Certificate For Authenticating To z/0OS
« Pick up a previously requested certificate |5 vz 5 P SSL Server Certificate

5-Year PKI IPSEC Server (Firewall) Certificate

Enter the assigned transaction ID 5-Year PKl Intermediate CA Certificate

2-Year PKl Authenticode - Code Signing Certificate

. 5-Year SCEP Certificate - Preregistration

Select the certificate retum type| PKIBrowse § v o pi) Generated Key Certificate

n-Year PKI Cerificate for Extensions Demonstration

Reqguest Certificate

[ Pick up Certificate

» Renew or revoke a previously issued browser certificate

[ Renew or Revoke Cerificate ]

» Recover a previously issued certificate whose key was generated by PEI Services

Enter the email address when the original certificate was requested

Enter the same pass phraze as on the request form
[ Recover Certificate

« Administrators click here

[ Go to Administration Page ]

10



« Fillin the values for the certificate request information
« Select Microsoft Base Cryptographic Provider to generate key pair

e Click on ‘Submit certificate request’

1-Year PKI SSL Browser Certificate
Choose one of the following: i[ Fill in the info

» Request a New Certificate

Enter values for the following field(s)

Yeur name for tracking this request (optional)

Email address for notification purposes (optional)

| controlled by the
<CONTENT> entries on p7

Pazz phrase for securing this request. You will need to supply this value when retrieving your certihcatey

Reenter your pass phrase to confirm

These input fields are

Email address for distinguished name MAIL=attribute (optional)

Common Name

The browser will use the selected
Select the following key information cryp to pr ovider to gener ate
Cryplographic Service Provider MErscl Base CiypOenphic Provides L0 Hlv publ ic / Private key pal r. Pick

Microsoft Base Cryptographic
Provider.

Enable strong private key protection? Mo |

Submit certificate eruest

« Pick Up a Previously Issued Certificate

email: webmaster @ your-company.com

11



Save this transaction ID into some file (eg. Open notepad and paste it)

Click ‘Continue’

L
Request submitted successfully t‘:

Here's vour transaction ID. You will need it to retrieve your certificate. Press 'Continue’ to retrieve the certificate,

(15T Qjs0hepk 2SHV-HHHHHHH |

Continue |

emal webmaster@vour- company. com

12



« Enter the passphrase that you entered when you made the request

e Click on ‘Retrieve and Install Certificate’ (It will fail, see next page)

Retrieve Your PKI Browser Certificate i [

Please bookmark this page

f

Since your certificate may not have been issued yet, we recommend that you create a bookmark to this location so that when you return to this bookmark, the browser will display your transaction ID. This is the
easiest way to check your status.

Enter the assigned transaction ID

TkABs3KFhriZ2Tc

If you specified a pass phrase when submitting the certificate request, type it here, exactly as you typed it on the request form

| Retrieve and Install Certificate |

13



You will find the request was not successful because it is waiting for the administrator to approve it

L
-
Request was not successful L g

Please correct the problem or repott the error to your Web admin person

IEYIOOZI SAF Zervice IRRSPEOD Eeturned SAF RC = § RACF RC = § RACF RSN = 56
Regquest i= =still pending approval or yet to be issued

emal webmasterEyour-company. com

Certificate not ready

14



B. Approve the certificate request

Open another Internet Explorer browser to go to the same url (change xx to the number part of your assigned id):

http://mvs1.centers.ihost.com:8041/Sharbxx/public-cgi/camain.rexx

This time you act as an administrator, click on the ‘Go to Administration Page’

When prompted for userid and password, use your assigned sharbxx userid and password

PKI Services Certificate Generation Application

Install the CA certificate to enable SSL sessions for PKI Senvices ,j: > 'II
S 1

Choose one of the following:

+ Request a new certificate using a model
Select the certificate template to use as a model | 1-Year PKI S5L Erowser Certificate v

Request Certificate

« Pick up a previously requested certificate

Enter the assigned transaction ID

Select the certificate return type | PKI Browser Cerlificate ||

Pick up Certificate

« Renew or revoke a previously issued browser certificate

[ Renew or Revoke Certificate ]

+ Administrators click here

Go to Administration Page | Administrator starts working

email, webmaster{@your- commp any. com

15


http://mvs1.centers.ihost.com:8041/Sharbxx/public-cgi/camain.rexx

Choose ‘Show requests pending approval’ and click on ‘Find Certificates or Certificate Requests’

PKI Services Administration

Choose one of the following:

+ Worl with a single certificate request

Enter the Transaction ID:

Process Request

+ Worls with a single issued certificate

Enter the Serial Number:

Process Cerificate

+ Specify search criteria for certificates and certificate requests

Certificate Requests Issued Certificates
O showal raquasts (O Show all issued cartificates
(O Show revoled certificates
O $how approved requests (O Show suspended certficates
O show completed requests (O show expired certificates
O show tejected requests (O Show active certificates (not expired, ot revoked, not suspended)

O show rzjections in which the client has been notified (O Show disabled certificates (suspended or revoked, not expired)
() $how preregisterad requests () Show active, automatic renewal enabled certificates
O Show active, automatic renewal dissbled certificates

O Show active, not rznewabls certificates
Additional search criteria (Optional)

Requestor's name

_— _—

Show recent activity onl}-'é (Not Selected) v

Show certificates that will expire

(Only applicabls to active cartificatas when racent activity is not selected)

[ Find Cerfificates or Certificate Requests ]

16



This shows the request summary

Click on the Trans ID link to view the request details

Certificate Requests _
Request summary info

The following certificate requests matched the search criteria specified:

All Requestor Certificate Request Information Status Dates
Trans ID: [kA8sD7cFik7I Torrttrt+r Created: 20110127
jan27a  |Template:1-Year PKT 851 Browser Certificate Pending Approval
Subject: CN=jan27a OU=Class | Intemet Certificate CA O=The Shark01 Fim C=US Modified:2011/01/27

Choose one of the following:
s Click on a transaction ID to see more information or to modify, approve, reject, or delete requests individually

+ Select and take action against multiple requests at once

Action Comment (Optional)

- Approve without modification all requests selected above that are "Pending Approval”

-Reject all requests selected above that are "Pending Approval”

- Delete all requests selected abave

[ Respecify Your Search Criteria ]

17



* Notice that Subject name value has values coming from both the user input (the CN value) and the hard coded
value in pkiserv.tmpl under the <CONSTANT> section (the OU and O values)

« Click on ‘Approve Request with Modifications’

Single Request

Requestor: janlTa Created: 20110127 The SUb] ect’s name value
Status: Pending A, al Modified: 20110127 :

A ICHE SppreTE i come from the user input
Transaction Id: 1kAS:DZcZjkZl Tet+++rr+++ Passphrase: a \

i : and hardcoded value in
Template: 1-Vear PKI 85L Browser Certificate )
pkiserv.tmpl

Subject: CN=jan27a,0U=Class 1 Internet Certificate CA,O=The Sharb01 Firm C=U3
Issuer: CN=Sharb01 CA.OU=Test,.0=The Sharb1 Firm,C=U3
Validity: 201140127 00:00:00 - 2012/01/26 23:39:39
Usage: handshake(digitalSignature, kevEncipherment)

Extended Usage: clientauth

Phgerprhns: _ Request detail info
SHAL: 80536 1F-05:343 A3D A LA F23ADCAGELIEFGCC.72:19:79

MD3: 249FAEF6:D2:ALFBESEGEB:37F3:96:38:0D:07

SHALSG: ASAF-8ATB:74.74:28:84:2T-0F ED:95:7%:93:16:D8:68:10:30:00-F 3:534: 3 A 06 BA 41:5E:24:8F:3C:3F F5

SHAS: 20:04:6C3B:30:1C:DIAC ASYIC ALED 04 4B A B8 32 B3 16:6A:00.F6:7D:03:4E: A:DC:B0:19:3F48:4C:

11:35:.CD:7E:3B.9B: 71 7CAB.EC:0A60:BB.0F:36.DCBS.6B.DE.B 1A% F1:07:5C:61.08.B3. 1 L.E5.C6:0027

Action to take:

Action Comment (Optional)

[ Approve RequestAs ltis ]

[ Reject Request l

[ Delete Request l

[ Approve Request with Modifications ]




« As an administrator, you can modify the info that the user input before you approve the request

< After the modification, if any, click on ‘Approve with specified modifications’

Modify and Approve Request

Requestor Request Information

Trans ID:1kA8sDZcZjkZITe
janlla Template:1-Vear PKI 851 Browser Cartificate

Subject:CN=jan27a,0U=Class | Internet Certificate CAO=The Sharb01 Firm C=US |Modified:2011/0127

Dates
Created: 201110127

You may modify the following fields by providing new values. To remove a field simply blank it out or de-select it.

+ Subject Distinguished Name:

Common Name (optional)

jan27a

Organizational Unit (optional)
Class 1Internet Certificate CA

Organizational Unit (optional)
Organization (optional)
The Sharb01Firm

Country

Us

. Extensions:
Indicate the kev usage for the certificate (optional)

Certificate and CRL signing (keyCernSign, cRLSign)
Document signing (nonRepudiation)

Indicate the extendad key usage the certificate
Server side authentication (serverAuth) |~
Client side authentication (clientfuth)
Code signing (codeSigning) |
Email protection (emailProtection) ||

HostTdMappings Extension value(s) in subject-id@host-name form (optional)

HostTdMappings Extension value(s) in subject-id@host-name form (optional)

HostTdMappings Extension value(s) in subject-id@host-name form (optional)

HostTdMappings Extension value(s) in subject-id@host-name form (optional)

«  Walidity Period:

Date certificate becomes valid Date certificate expires (at end of day)

2011 [»][1 [+][27[~] 2012 [w|[1 [+~][26]~

Autematic Renewal:| Not set |w |

Action Comment (Optional)

[ Approve with specified modifications ]

[ Reset Modified Fields 1

Protocol handshaking. e.g. SSL (digitalSignature. keyEncipherment) |-~

Data encryption (dataEncipherment) |2

Page primed with
requested info.
Administrator can
change them if
necessary.

19



You will get a confirmation that the request is approved

Click on ‘Administration Home Page’ to take a look at the request status

Processing successful

Request with transaction [D 1j93q/RQoNp2Ter+++++++ is successfully approved

You may continue to approve/reject/delete more request(s) by clicking the hutton helow:

[ Process More Request(s) ]

[ Administraion Home Page ]

20



Choose ‘Show all requests’ and click on ‘Find Certificates or Certificate Requests’

To display all the requests

Choose one of the following:
+ Work with a single certificate request

Enter the Transaction ID:

Process Request

+ Work with a single issued certificate

Enter the Serial Number:

Process Certificate

« Specify search criteria for certificates and certificate requests

Certificate Requests Issued Certificates
(®) Showall requests (O Show all issued certificates

(O Show requsts pending approval (O Show tevoked certificates

() Show approved requests (O Show suspended certifcates

(O Show complated requests (O Show expired certificates

(O Show rejeted requests () Show active certificates (ot expired, not revoled, not suspended)

0 Show rejections in which the client has been notified (O Show disabled certficates (suspendsd or revoked, not expired)
(O Show preregistered requests O Show active, automatic renesval enabled certificates
O Show active, automatic renewal disabled certificates

O Show active, niot renewable certificates

Additional search eriteria (Optional)

Requestor's name
Show recent activity only ‘ (Not Selected) M ‘
Show certificates that will expire (Onty applicabls to activs certificates when recent activity is not sslscted)

[ Find Certificates or Cerfificate Requests ]

!’w
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* Notice that the status of the request became ‘Approved’. If the certificate has been created, a serial number will

also be displayed.

»  Click on ‘Re-specify Your Search Criteria’ to check on the certificate

Certificate Requests

The following certificate requests matched the search criteria specified:

All Requestor Certificate Request Information Status Dates
Trans ID: [kASDZe 772 Te [— Created: 20110127
jn27a Template:1-Vear PKI $ST Browser Certificate -SPP,“; e
Subject: CN=jen272.0U=Class 1 Intemet Certificate C4,0=The Sharb01 Firm C=US > -~ 2 Modified:2011/0127

Choose one of the following:

+ Click on a transaction ID to see more information or to modify, approve, reject, or delete requests individually

+ Select and take action against multiple requests at once Reque st i S approved . The
Action Comment (Optiona]) presence of a serial
number indicates the
certificate is created.
- Delete all rquests selected ahove

[ Respecify Your Search Criteria ]

22




This time choose ‘Show all issued certificates’ and click on ‘Find Certificates or Certificate Requests’

Choose one of the following:

+ Work with 2 single certificate request

Enter the Transaction ID:
Process Request ]
« Work with a single issued certificate To d:l.splay all the
certificates
Enter the Serial Number:

Process Cerificate ]

« Specify search criteria for certificates and certificate requests

Certificate Requests Issued Certificates

O Showall fequasts (8) Shorw ot ssued certifcates

O Show requests pending approval () Show tevoled cettifiates

O Show approved tequasts () Show suspended certificates

O Show completad raquasts () Show expired certificates

O Show rejected requasts () Show active certificates (not expired, not revoked, not suspendad)

0 Show tejections in which the clisnt has been notified () Show disabled cerificates (suspended or revoked, nof expired)
(O Show preregistered tequests () Show active, automatic renewal enabled crtificates
O Showa tive, automatic renewal dizabled certificates

O Showa tve, fiof ranewable cartificatas
Additional search criteria (Optional)

Requestor's name

S — —

Show tecent activity ml}-'% (Not Selected) v

Show certificates that will expirs

(Cnly applicable to active certificatss when rscent activity iz not sslected)

| FindCerfficates or Cerlficate Requests |

23



< Similar info as in the request. The status of the certificate is ‘Active’ when it is created

e Click on the Serial # link to display certificate details

Issued Certificates

The following issued certificates matched the search criteria specified:

All [v] Requestor Certificate Information Status (Key archived Dates
Serial#: 3 Created: 201110127
janlla  Template:1-Vear PRI 8SL Browser Cerfificate Active No
Subject: CN=jan27a, 0U=Class | Internet Certificate CA,0=The Sharb01 Firm C=TJ3 Maodified:20110127

Chaose one of the following:

Certificate summary info

+ Click on a serial number to see more information or to perform action on a single certificate
+ Select and take action against multiple certificates at once

Action Comment (Optional)

No Reason ¥ |- Revole all selected active cartificates
- Suspend all selected active certificates
- Delete all selected certificates

[ Respecify Your Search Criteria ]

24



This page can also be reached from the Serial # link appeared on the Certificate Requests page (p. 22)

Where do the values of Validity, Usage, Extended Usage come from? User input, pkiserv.tmpl or pkiserv.conf?

Single Issued Certificate - a—
Certificate detail info

Requestor: JulTa Created: 20110127
Status: Active Modified: 20110127
Template: [-Yeur PKTSSL Browser Cortificate  PassPhraser 2

Serial 3

Previous Action Comment; Issued certificate

Subject: (N=jand Tz, OU=Class | Infernst Certificate CA,0=The Sharbl! Firm,C=US

Issuer: CN=Sharb] CA,0U=Test O=The Sharb0! Firm, C=U§
Validity: 0110127 00:00:00 - 20120126 23:38:39
Usage: handshake/ digitalSignature, keyEnciphermen)

Extended Usage: clientauth

Action fo take:

Action Comment (Cptional)

[ Revoke Certificate lNoReason v

[ Suspend Cerificale l

[ Disable Automatic Renewal ]

[ Enable Automatic Renawal ]

Delete Certificate




C. Pick up the certificate

Switch back to the user browser window and go to this page again (p.9)
Enter the transaction ID, select ‘PKI Browser Certificate’ as the certificate return type and click on ‘Pick up
Certificate’

PKI Services Certificate Generation Application

Install the CA certificate to enable SSL sessions for PKI Services

Choose one of the following: ‘ L -

+ Request a new certificate using a model

Select the certificate template to use as a model | 1-Year PKI SSL Browser Certificate |

[ Request Certificate ]

« Pick up a previously requested certificate

Enter the assigned transaction ID
1j913gJRQ0NP2T e+ttt

Select the certificate return type | PKI Browser Certificate |+ |

Pick up Certificate

« Renew or revoke a previously issued browser certificate

[ Renew or Revoke Certificate ]

+ Administrators click here

| Go to Administration Page |

email: webmaster(@ vour-company.com

26



Enter the password that you entered when you made the request and click ‘Retrieve and Install Certificate’

-

I

Retrieve Your PKI Browser Certificate i L

Please bookmark this page

Since vour certificate may not have been issued vet, we recommend that vou create a bookmark to this location so that when you return to this bookmarlk, the browser will dis:
your transaction [D. This is the easiest way to check your status.

Enter the assigned transaction ID
TkABSIKFhriZ2 T ctrrtrtr++

If vou specified a pass phrase when submitting the certificate request, type it here, exactly as you tvped it on the request form

| Retrieve and Install Certificate |

27



Click ‘Install Certificate’

Answer ‘Yes’ when you are asked whether you want to install the certificate(s)

[
Internet Explorer certificate install ‘ »

Click "Tnstall Certificate” to store your new certificate inte your browser

Install Certificate |

Home page |

“

You will look at the certificate you installed from the browser in Exercise 4.

28



Exercise 2 - Request a certificate with key pair generated by PKI Services

A. Submit a request

« Go to the main page again as in Exercise 1 (change xx to the number part of your assigned id):

http://mvs1.centers.ihost.com:804 1/Sharbxx/public-cgi/camain.rexx

* Choose the ‘1 Year PKI Generated Key Certificate’ template
e Click ‘Request Certificate’

PKI Services Certificate Generation Application

L
ns for PKT Services ‘

+ Requesta new certificate using a model

Install the CA certificate to enable 85T ses

Choose one of the following:

Select the certificate template to use 2s a model 1-Year PKl Generated Key Cerificate v

1-Year PKI SSL Browser Certificate

1-Year PKI 3/MIME Browser Certificate

2-Year PKI Windows Logon Certificate

2-Year PKI Browser Certificate For Authenticating To z/0S
+ Pick up a previously requested certificate |5 v 5 PK| SSL Server Certificate

5-Year PKIIPSEC Server (Firewall) Certificate

Enter the assigned transaction ID 5-Year PKl Intermediate CA Certificate

2-Year PKl Authenticode - Code Signing Certificate
5-Year SCEP Certificate - Preregistration

Request Certificate

Select the certificate retum type PKl Brow

Pick up Certificate

« Renew or revoke a previously issued browser certificate

n-Year PKl Certificate for Extensions Demonstration

[ Renew or Revoke Certificate ]

+ Recover a previously issued certificate whose key was generated by PKI Services

Enter the email address when the original certificate was raquested

Enter the same pass phrase as on the request form
[ Recover Cerificate

« Administrators click here

[ Go to Administration Page |

29


http://mvs1.centers.ihost.com:8041/Sharbxx/public-cgi/camain.rexx

Fill in the values for the certificate request information
Select the key type and key size for PKI to generate key pair

Click on ‘Submit certificate request’

1-Year PKI Key Generated Certificate

Choose one of the following: [ Fill in the info
« Request a New Certificate i ‘ «Q
Enter values for the following fisld(s) -
Enter the requestor's email address
Pass phrase for securing this request. You will need to supply this value when retrieving your certificate These 1 npu t fields are
controlled by the
Reenter your pass phrase to confirm <CONTENT> entries on p7

- Z

Email addrass for distinguished name MATL=attribute (optional)

Select the key type a.nd_lia_v size
RSA-512 v .
S Select the key type and key size

Ro v (Rercavest ](Clear] for PKI to generate

. E%ﬁ'étuge:-mz [ssued Certificate publlc/Prlvate keY Palr°

NISTECC - 224
NISTECC-256  [certficate |
NISTECC - 334
|NisTECC-521
il Wppeep.qgp  [COM
BPECC - 192
BPECC - 224
BPECC - 256
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« Unlike the browser generated key certificate, you do not get back a transaction ID on this page

L.
Request submitted successfully i‘t

A link to pick up the certificate was sent to the specified requestor’s email address at jan2 7b@ gmail com.

[ Home Page ]

emnail: webmas ter@ v our-comippanyy. oot

* Note: The lab system won’t allow the sending out of email. We will use the administrator role to get the transaction

ID to retrieve the certificate.
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B. Approve the request

« Go to the administrator's page to approve the request the same way you just did as in Exercise 1

e Save the Transaction Id from the request detail page. (You will need it to retrieve the certificate in Step C later.)

Single Request
Requestor:  jan27b@gmail com Created: 20110
Status: Modified: 20110127
Transaction Id: R vicZ2Tc Passphrase: 2 Request de tall lnfO
Template: 1-Year PRI Generated Key Certificate  NotifvEmail: jandTb@gmail.com
Serial #: 4
Subject: CN=jan2 Tb OU=Class | Intemst Certificate CA O=The Sharb01 Firm C=US
Lssuer: CN=8harb01 CA,OU=Test 0=The Sharb01 Firm,C=US
Validity: 0m 00:00 - 2012/01/26 23:39:30

Usage: handshake(digitalSignature, kevEncipherment)

Extended Usage: not specified

Action fo take:

Action Comment (Optional)

Delete Request

| Administaion Home Page |




Notice that the Key archived column for this certificate is Yes since the key pair was generated by PKI Services

and PKI keeps a copy of it.

Issued Certificates

The following issued cerfificates matched the search criteria specified:

All Requestor Certificate Information Status Key archived Dates
Serial#: ] Created: 20110127
jand7a Template:1-Vear PKI 851 Browser Certificate Active No
Subject: CN=jan272,0U=Class | Infemet Certificate CA O=The Sharb{! Firm C=US Modified:20110127

.

Tal#: J 177
jand T @email com Template:1-Vear PKI Generated Key Certificate Active |Tes
Subject: CN=jan2Tb,0U=Class | Intemet Certificate CA,0=The Sharb01 Firm,C=US Modified: 20110127

Choose one of the following:
+ Click on a serial number to see more information or to perform action on a single certificate

+ Selectand take action against multiple certificates at once

Certificate summary info

Action Comment (Optional)

No Reasan V - Revoke all selected active certificates
- Suspend all selected active cartificates
- Delste all selected certificates

[ Respecify Your Search Crteria ]
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C. Pick up the certificate

e Go back to the user home page to retrieve the PKI key generated certificate. Paste the Transaction ID and

select ‘PKI Key Certificate’ as the certificate return type. Click on Pick up Certificate.

PKI Services Certificate Generation Application

Install the CA certificate to snable S3L sessions for PKT Servicas

Choose one of the following: L
-«
« Request a new certificate using a model o
Select the certificate template to use as a model | 1-Year PKI SSL Browser Certificate i)
Request Certificate

+ Pick up a previously requested certificate

Enter the assigned transaction ID

TRABYY e AWICZ2T crtttritt

[ Pick up Cerificate

« Renew or revoke a previcusly issued browser certificate

[ Renew or Revoke Cerificate ]

« Recover a previously issued certificate whose key was generated by PKI Services

Enter the email addrzss when the otiginal cartificate was raquastad

Enter the same pass phrase as on the request form

Recover Cerificate

« Administrators click here

[ Go to Administration Page ]




* Note: In real system, the end user will reach this page by clicking on the link sent to his email address

« Enter the pass phrase you entered when you made the request

Retrieve Your PKI Key Certificate
i
Enter the assignad transaction ID h
TRABYY elwtcZ2Tc -

If you specified a pass phrase when submitting the certificate request, type it here, exactly as you typed it on the request form

[ Retrieve Cerificate ]

e Click Open.

File Download

L
Do you want to open or save this file? h.,

Mame: mycert.pl2

Type: Perzonal Information Exchange, 3.02 KB
From: mwvsl.centers.ihost.com

Open ] [ Save ] [ Cancel |

harm your computer. f you do not trust the source, do not open or
save this file. Wha he risk 7

@ While files from the Intemet can be useful, some files can patentialby




Click Next.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

Mext > | [ Cancel

Click Next.

Certificate Import Wizard

File to Import
Specdfy the file you want to import.

Eile name:

s\Temporary Internet Files\Content. IES\8LGSC 10V \mycert[1].p12

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 {.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store ((S5T)

[ < Back ][ MNext = ] [ Cancel

J
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Enter the password and check the key as exportable.

Certificate Import Wizard

Password C
To maintain security, the private key was protected with a password. 2.

Type the password for the private key.

Password:

[[]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enahble this option.

[v]#ark this key as exportable. This will allow you to badk up or transport your
keys at a later time.

[ < Back “ Mext = ] [ Cancel ]
»  Click Next.
Certificate Import Wizard
Certificate Store . L.
Certificate stores are system areas where certificates are kept. o

wWindows can automatically select a certificate store, or you can specify a location for

(®iautomatically select the certificate store based on the type of certificate!

() Place all certificates in the following store

[ < Back ” Mext = ] [ Cancel
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»  Click Finish.

Certificate Import Wizard

Completing the Certificate Import

Wizard [
-

You have successfully completed the Certificate Impor{
wizard.
You have specified the following settings:

Certificate Store Selected  Automatically determined by 1

Content PFX

File Mame C:\Documents and Settingsia

< >
[ < Back " Finish ] [ Cancel

]

* You will look at the certificate you installed from the browser in Exercise 4.
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Exercise 3 - Request a certificate with key pair generated on z/OS

A. Create a request

ko~

e Log on the MVS system (See Appendix 1)
« Go to ISPF panel, enter option 6

File Edit View Communication Actions Window Help
|

B (% @M m st & @ @l
SHARE ISPF %.9 SCROLLABLE PRIMARY OPTION MENU

Alternate Dialog
Alternate Dialog
More:

The time is 12:30 p.m. on Tuesday, July 22, 2008 (2008.204)
Your uid is SHARBBO1 dsn prefix is SHARBO1 proc is SHARE sys is 51

SETTINGS Specify ISPF parameters

VIEW View source data or output listing

VYIEW-0E View/Browse files in the Open Edition file system
EDIT Create or change source data

EDIT-0E Edit files in the Open Edition fTile system
UTILITIES Perform utility functions

ISHELL-0E Open Edition ISPF shell

FOREGROUND Invoke language processors in Toreground

BATCH Submit jeb for language processing

COMHMAND Enter TS0 command, CLIST, or REXX exec

DIALOG TEST Perform dialog testing

LM UTILITIES Perform library administrater utility functions
IBH FRODUCTS Additional IBM program development products
SCLH Software Configuration and Library Manager

« From ISPF 6, enter the RACDCERT command to create a certificate request by 2 commands: (Note: Values are case
sensitive within quotes)
o RACDCERT id(Sharbxx) GENCERT SUBJECT(CN(‘MySSLCertxx’)) WITHLABEL(‘MySSLCertxx’)
o RACDCERT id(Sharbxx) GENREQ(LABEL(‘MySSLCertxx’)) DSN(myssl)

Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TS0 or Workstation commands below:

==> RACDCERT id(Sharbxx) GENCERT SUBJECT{CM{'MySSlCertxx’
WITHLABEL ( 'MySSl Certxx'




Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TS50 or Workstation commands below:

===> RACDCERT id{Sharbxx) GENEREQ{LABEL({ 'MuySSLCertxx' DSH{myssl1

« PF3 to exit out option 6 and go to ISPF 3.4, hit enter

File Edit View Communication Actions Window Help

By o @[ b % & @ @
———————————— SHARE ISPF %.9 SCROLLABLE PRIMARY OPTION MENU —————————

Alternate Dialog
Alternate Dialog
More:
The time is 12:45 p.m. on Tuesday, July 22, 2008 (2008.204)
Your uid is SHARBO1 dsn prefix is SHARBO1 proc is SHARE sys is S$1

SETTINGS Specify ISPF parameters

VIEW View source data or output listing

VIEW-0E View/Browse files in the Open Edition file system
EDIT Create or change source data

EDIT-0E Edit files in the Open Edition fTile system
UTILITIES Perform utility functions

enter ‘Sharbxx.myssl’ on the ‘Dsname Level’ input line and hit enter

Menu ReflList RefMode Utilities Help

Data Set List Utility
Option ===»
More:
blank Display data set 1list P Print data set list
¥V Display VYTOC information PY Print VTOC information

Enter one or both of the parameters below:

Dsname Level . . . SHARBxx.myssl _
Yolume serial

Put letter ‘e’ next to ‘Sharbxx.myssl’

Select its entire content by using the mouse. Click on Edit->Copy. This will be used to paste on the PKCS#10

Certificate Request box in the following steps.
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plojolojokk
0EEOO2
0eEOO3
0eEOO4
plojololols
0EEOO6
0eEOO7T
0eEOO8
pJojojojols)
QEEO10
0ooO11

XKKKKKKKKKKKKKKKK KKK KXKKXXKXkXx Top Of Data X%k K kKKK KKK KK K K K K XK K KK XK K KKK X X

-Warning- The UNDO command is not available until you change
your edit profile using the command RECOVERY ON.

BEGIN NEW CERTIFICATE REQUEST
MIIBhTCB7wIBADAWMROWEgYDVOQQDEW tNWYNTTENFULQWMTCBnzANBgkghkiGOwOB
AQEFAAOB j0AWgYKCgYEAOCB8uU1lvTwdOywl /T9dyRgkbuR7765h3R406tZWgpp2YaM
cXwOD jQkckHQgWqur/FXHCbh/IJkFTa3B5cGKEIL 1IPQBJH1hC fDHEKb311vFaYChb
sVELYyRo fKVsI tUL540Q/ZREuczpcKcv8dMJIsr33CZAQW/uViqouOQ4DFHdZD2LoJMC
AWEARaAWMCA4GCSqGSIb3DQEJD jENMB8WHOYDYROOBBYEFOOHSDduigJsku3i1IVF
z2aHQmopMABGCSqGS Ib3DQEBBQUAA4GBAGECY/ fIJUqrlgj36sRiBdGf j33y18XJn
fBWiZ4g8NBOEnT76+1iVtTdxP0adZIH4A+ncaEq29H6ckI 1oXASCHSUNENdYP+vGicH
OtVedtYcovvmVSwKo]jljimiZc55DMh2gebxYmkgquNbvizPdjs/aj8i1WASAYxHOPW
th59alL4s0fyg

END NEW CERTIFICATE REQUEST

KKK K KK KKK KK KKK KRR KKK R KKKk X k% Bottom of Data & KKK KK KKK KKK KK KKK KK KK KKK XK K

Don’t exit out of this file, leave it there.
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B. Submit the request
« Go to the PKI Services Start page (p.9). This time choose the ‘5 Year PKI SSL Server Certificate’ template and click

on ‘Request Certificate’.

PKI Services Certificate Generation Application

- - T o : [;\.
ons for PKT Services -

This time, let’s try to
get a SSL Server cert

Select the certificats template to use as a model | B-Year PKI SSL Server Certificate v

1-¥ear PKI SSL Browser Certificate

1-¥ear PKI S/MIME Browser Certificate

2-¥ear PKIWindows Logon Certificate

2-¥ear PKl Browser Certificate For Authenticating To z/0OS
« Pick up a previously requested certificate [ 52 5 PR S5 Sarver Certificate

5-Year PKIIPSEC Server (Firewall) Certificate

Enter the assigned transaction ID E-Year PKl Intermediate CA Certificate

2-¥ear PKl Authenticode - Code Signing Certificate
) 5-Year SCEP Certificate - Preregistration

Select the certificate retun type| PKI Browsdl{ v o o, pye) Generated Key Certificate

n-Year PKI Certificate for Extensions Demonstration

Inztall the CA certificate to enable $51 sss

Choose one of the following:

« Request a new certificate using a model

Reqguest Cerificate

[ Pick up Cerificate

. Renew or revoke a previously issued browser certificate

[ Renew or Revoke Certificate |

« Recover a previously issued certificate whose key was generated by PEI Services

Enter the email address when the original certificate was requested

Enter the same pass phrase as on the requast form
[ Recover Certificate

« Administrators click here

[ Go to Administration Page ]
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Fill in the information

5-Year PKI SSL Server Certificate

Choose one of the following:
+ Request a New Certificate
Enter values for the following field(s)

Your name for tracking this request (Optional)

Email address for notification purposes (Optional)

Pass phrase for securing this request. You will need to supply this vale when retrieving your certificate

Reenter vour pass phrase to confirm

Email address for distinguished name MAIL= attribute (Optional)

Common Name (Optional}

Organizational Unit (Optional)
Street address (Optional)
Locality (Optional)

State or Province (Optional)

Zipcode or postal code (Optional)

Country (Optional)

Email address for alternate name (Optional)

Domain name for alternate name (Optional)

Fill in info just like
the browser cert case
except..
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* Paste the request from the ‘Sharbxx.myssl’ dataset
«  Click on ‘Submit certificate request’ and save the transaction ID (see p.13)

* Go to the Administrator pages to approve this request in the same way you did in the browser certificate case

L
-
Uniform Resource Identifier for alternate name (Optional) -

TP address for alternate name in dotted decimal form (Optional)

Baset4 encoded PKCS#£10 certificate request Paste the requeSt here

MIIBfTCESwIBADACHMGWwwCoYDVQQDEWN 3 YWkwaZ SwDQYJKoZ IhvoHAQESEQADGYOR ~
MIGJAOGBAKMThi sMmQ0oN37iGgk++00QJ5+J/0ygnPowgeazossRY9dJHMEM2 020 :

7 HEbL1BFYigPerE +0HaLQwOFcn
0¥ 1 AgMERRGGMDEY
NRI2g+9xPDIZ1kIAN
Isxbm4VEMZkkCvo/sM3h2uwll
LnEx&bP/KDbcQVumzEFkEQBLT 9KTED
MxFHET3dJg2 v TEWceUJKIDZEVEOx

BokqnkiGowlBCQ4xITALMBOGAIUADGGWES
1G9w0BAQUFAACEBgQBeTudhHIpunDvie
BWES5SCAZpchr 3gg0ThauX503pH
FK4LaMWam]j fMVwvilf2 I=xQ/QZakeV

[ Submit certificate request ] [ Clear]

« Pick Up a Previously Issued Certificate

[ Retrieve your certificate ]

email: webmaster(@ vour-company.com

C. Approve the request

e Same steps as in the previous exercises



D. Pick up the certificate

Certificate’ as the return type.

Retrieve the certificate in the same way shown on p. 26 and p. 27, except that this time you choose ‘PKI Server

Highlight the content to copy. (You may need to copy the entire content in parts.)

Here's your Certificate. Cut and paste it to a file

MNIIGhwYJKoZIhveHAQeCoIIGeCCEnQCAQEXAD ALEgkghkiGOwlEBwGgggZcMIID
OTCCALlSgAwIBAgIBED ANEgkahki GO w0EAQUF AD Ay MO=swC QY DVOOGEwIVUZENMADG
ALUEChMDIUINHRUWEwYDVOOLEwx IUiBD EXJOIEF 1dGguHheNMDOx MD AZ MD AuMD Aw
WheWND e MD ADM N1 0T USW I EON Qs wC Y DVQOGEwIVIzERNASGALUECEN I T3 IF Lv
crosxFTATEGNVEACTDES LdyEZb3 Jr IFTVRzEXMBUGAIUEAxMOULVHIFALYiBTEZHI2
ZEIvgZBwDQYIKo ZIhvecNAQERBQADYTOAMIGT AoGBAJQLBDRIAALIWNFY¥QE/ HOZ9S
eF+8zLv4 AD6MyN1IP/ Tr+I33 Toc ot Y UE? WS pAlfmP L BWOKWLROML 3 1HVuYTeE
0GFaQ/ FpronHEwPS0horvhx fgo Enr A1N4kGisGiByvéevZ1ELAHpOINLAaTEC2 /h
EbBOsdQ4RLEVCf zrSo2 BAGHEALG ) ggH7MI IB9 z ApBGHVHREE T j AghhhodHRwO18v
d3d3iLlnI1Z3N1lenZleiS b2 2 HBAL7LUNwDgYDVROPAQH/ BAQD AgTyNEMGA1TATOON
MioGCCasGAQUFEvNENIIBYwYDVROEEITEW I CCAVYwSaBHoEWRQeBENOswC Q¥ DV Q0OG
DATVUzEMNACGAITECqwDS UJNHRUwEw¥DVOOLDAR TUiBDZEJOIEF 1dGgx DTALEGNWY
BAMMEENS TDEwXaBhoFmGVaxkYEASLyS5LIU2LIU0LIEcNDo a0DicvQ049 Q1 THNS P
VT1IUiUyMEN1enQlMiEEdXRoLESSSTINLENS VWM, T2V ydG lnaMThdGVS ZXIvY2F0
alfuTElzdDExoG+gb YIrbGRheowL2 1503 Ro 2T EGF we 2V ydnVyLml 5¥2 Ot e GFu
eS8 b206MzgSLONCOPUNSTDEsTIU9SFIIMIBD ZEI0J TIwOEV0aCxPPULICTERDPVVT
PZNlenPRpZml JYERLIURVZLZNhdG lvhbkxpe3 QuNEA1oDOGHTADAHAELyO3d3cubXl]
b2 1w¥ WSS LnlvhE9030 1 TZXI2L2Nh Y2 VydHMv Ol TMNS 5 ecrnvwHOVDYROOBEYEFFp o
TECEzJOGNW/ 1viTmigx/ 32 +NMESGA1UA IwQYNEalFLAuspMUI9y IBAPEMeRS zull
M+arMAOGCIgGSIh3DQEBEQUALLGEADp ] 6b 10eBL+ 22 GOmd9EQGEyPSzr PYoLLIJS
LP3ugl5sI1RSSmtNaUm3 58] e¥we T/ 46uPf embnn3hy it 6owMiTYHNp Kz IQHE w402
15L/ £X/ 5uSQCFhREE7al18 Z+eppoo0is/ TxHEHI4+5gIevE/ oekbHZ BfoxSNwlkRh
B/ tElewmmMIICEzCCAniglwIBAgIBAD ANBykghkiGOw0EAQUF ADAyMOswC QYD VQ0G
EvIVIzENNACGAITEChHDS I NNRIwEw ¥ DVOOLEwx ITiEDZXJOTEF 1dGgwHheMD Ox
MDAOMD OuwMD AwWTheMM ) AwMTAYMDM1 0TS WS AyMOswC QY DV OOGEwI VI zEMMA0GA1TUE
ChMDEUINMRTwEw¥DVOOLEwx ITiBDZEI0IEF 1AGguwgZ8wh OV I Ko 2 ThweNAQERBQAD
GYOAMIGIAOGBALARITIN/ FEU/ VD 1i+mRmu] zpwE1eVAATyNHzL JuEMbdz 13t Ipak
OiIh6lat RRsddACuHIvExaN®y/ WHOAZF o/ KknDHor h 1IEw 1 IWRLCELUSLAIBYSURD
Q1iPhwWE1cQUHS TU+HuxnEI g5 60KQACOdwe iFr +GR6 1583 11/ Tt40Ie IDAGMEALG]
gTOwgYEWPWYIYIZIAYR40gENED ITHEQ LWy TXR]1 ZCE1e3B0aGUgUZ Vi dEIpdHig
UZVydnVy IGZve iB6LO0STIChSQUNGKTACBONVHQSEALSEEANCAQYwD wYDVROTAQH/
BAUWAWEE/ z AdBONVHOSEF gQUL2 7kx Q) 2 AgEAS cR4r £0TVRESgswD QYT Ko ZThvell
AQEFEQADGYE AN ThhDoE7GUATW P hERSEWhODSTSN/ &/ PZrVFs TSI p T3 ILdbE+I
IpE4KRFrwoNEh IFDw0yFnCh 7 1BbWHEAF / OnMwBGMsFERLEF 6F Jwl2 ovon MW CiAE

el webmnaster@Evour- compaty. cotn

&

The cert is returned
in B64 format for
you to cut and paste
it to a file from
the server side. You
may not be able to
paste the entire
content into the
server dataset. Do
it in parts OR use a
function provided by
PCOMM: Edit->Paste,
Paste Next.
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E. Install the certificate in the server
@ L

A"

» Go back to the MVS system, the content of the ‘Sharbxx.myssl|’ should be still displaying. Replace the content of the
‘Sharbxx.myssl’ dataset with this copied content by deleting its original content and *paste the new content. (This is a
convenient way so that we don’t have to allocate another dataset for this.)

o A neat trick to paste multiple pages: Click on Edit->Paste, Edit->Paste Next

» Save the file by hitting PF3

» Go to ISPF 6, enter the following command to replace the original self-signed certificate with this one issued by PKI
Services

o RACDCERT ID(Sharbxx) ADD(‘Sharbxx.myssl’)

(You will get a warning message IRRD113l about incorrect range. That’s fine since the CA cert in this lab

was set up to have a very short validity period.)
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Exercise 4 - View the installed certificate from the IE browser

From IE, click on Tools -> Internet Options...

Go to the Content tab

Click on ‘Certificates’

e

Internet Options E]

General | Security F‘rivacg,ré Corttent EConnec‘fions Programs || Advanced

Content Advisar

Ratings help you cortrol the Intemet content that can be
m’ viewed on this computer.

Certficates
% Use cerificates to positively identify yoursef, cerification
@l authorties, and publishers.

[ Clear 551 State ] [ Certificates. . H Publishers. .. ]

Personal information

n  AutoComplete stores previous entries futoComplete
and suggests matches for you. =

Microsoft Profile Assistant stores your
personal information. My Profile...

oK || Ccancel
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Go to the ‘Personal’ tab and find the certificate you have just installed. Find it by the name you entered when you

made the request

Click on ‘View’ and go to the ‘Details’ tab’ to look at some certificate details

Certificate is installed in browser

ks

Certificates

Intended purpose: <hll= [v]

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior| ¢ | * |

Izsued To Issued By Expiratio... | Friendly Name
==Han27a Sharb1 CA 1/26/2012  <None>
Elwai SharbD1 CA 1/24/2012  CN=Wai,0U=Cl..,

Import... H Export... ][ Remove

Certificate intended purposes

Client Authentication

48



Highlight the entry you want to see, eg. When Subject is highlighted, you can see all the components of the

certificate subject name

And look at the details of each field - Subject

A~
~| Certificate

E Certification Path

General |

show: | <All> v
Field Value ~

E\-‘ersion V3

Eserial number 03 = Fields supplied by user

[Elsignature algarithm shalRsA or hardcoded by

Elssuer Sharb01 CA, Test, The Sharbd... administrator in

E\-‘alid from Thursday, January 27, 2011 1... pki serv.tmpl

EVaIid to Thursday, January 26, 2012 1...

ESubject jan27a, Class 1 Internet Certif...

[Elrublic key RSA (512 Bits) [w]

"N = jan27a

OU = Class 1 Internet Certificate CA

O = The Sharbd1 Firm

C =15

Edit Properties. .. ] [ Copy to File... ]




CRL Distribution Points shows the URL of the Certificate Revocation List (You will make use of it in Exercise 6)

And look at the details of each field - CRL DP location

ks

Certificate

General | Details | Certification Path
Show: | <All= [v]
Field Value [A]
Evalid to Thursday, January 26, 2012 1...
ESubje-:t jan27a, Class 1 Intermet Certif...
[Flpublic key RSA (512 Bits)
Enhanced Key Usage Client Authentication (1.3.6.1.... |=
Auﬂwrity Information Access  [1]Authority Info Access: Acc...
CRL Distribution Points [1]CRL Distribution Point: Distr...
Sul:-je-:t Key Identifier foeebd 21d9af82bf538¢c5 ... . . .
ﬁ.ﬂ.umority Key Identifier KeylD=32 1le f7dd IbSb 03 &... [V] This 1s set up in

pkiserv.conf

OU=Test [~
0=The Sharb01 Firm

C=Us
[2]CRL Distribution Point

Distribution Point Mame:
Full Name:

URL =http: fimve 1.centers.ihost.com:8041/Sharb0 1/crls/CRL 1.crl

lEditPropert’es... ] l Copy to File... ]
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Authority Information Access shows the URL of the Online Certificate Status Protocol responder (You will need

this in Exercise 6)

)

And look at the details of each field - OCSP location

Certificate

Field

[Fvalid to

ESubject

EPuinc key
Enhanced Key Usage

Value |
Thursday, January 26, 2012 1...
jan27a, Class 1 Internet Certif...
RSA (512 Bits) [
Client Authentication {1.3.6.1....

["3fAuthority Information Access [ 1]Authority Info Access: Acc...

[FFCRL Distribution Points
Subject Key Identifier
EAuﬂﬂority Key Identifier

[1]CRL Distribution Point: Distr... :
foeebd 21d9af82bf58c5...
KeyID=32 ie f7dd b Sb 03 8... |¥]

[1] Authority Info Access

(1.3.6.1.5.5.7.43.1)
Alternative Mame:

Access Method=0n-ine Certificate Status Protocal

URL=http:/fmvs1.centers.ihost:8041/Sharb0 1/public-cgifcaccsp

AN

Edit Properties... ] [ Copy to File... ]

This is hardcoded by
administrator in
pkiserv.tmpl

o
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Exercise 5 - Suspend a certificate by the administrator

(Both the end user and the administrator can revoke/suspend a certificate. The user can act on his own

certificate while the administrator can act on any.

Both revoke and suspend will cause the certificate to be posted to a CRL. But the suspended one will not

appear on the next CRL if the administrator resumes it.)

Certificate’ and go through the subsequent pages)

This shows the administrator path. Go to the page to display the certificate details and click on ‘Suspend
Certificate’ (p. 23 — 25)
(If the user wants to suspend his own certificate, he can go to ‘Home page’ (p.9) and click on ‘Renew or Revoke

You may check the result. Click on ‘Administration Home Page’ which will bring you to p.16. Choose ‘Show all

issued certificates’. You will see that the status is now displayed as ‘Suspended’ instead of ‘Active’

Single Issued Certificate

Requestor: jan2Ta Created: 2011701
Status: Modified: 20110172
Template: 1-Year PKI S5L Browser Certificate PassPhrase: a

Serial #

Previous Action Comment: Issued certificate

Subject: CN=jan27a,0U=Class 1 Internet Certificate CA O=The Sharb01 Firm C=US

Issuer: ,O=The Sharb(1 Firm C=US§

Validity: - 2012/01/26 23:39:39

11/01/27

Usage: ‘handshake(digitzlSignature, keyEncipherment)

Extended Usage: clientauth

Action to take:

Action Comment (Optional)

Revoke Certificate Mo Reason 54
4 Suspend Cerfificale__J
[ Disable Automatic Renewal ]
[ Enzble Automatic Renewal ]

&Y

Requestor: jan27a

Status:

Template: 1-Year PRI SSL Browser Certificats
Serial #: 3

Previous Action Comment:

Status changes from Active
to Suspended

Created: 2011/0127
Modified: ~ 2011/01/27

PassPhrase: a
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Exercise 6 - Check the status of a certificate outside PKI Services

s
» through Certificate Revocation List (CRL)

o thisis a snap shot of all the revoked/suspended cetrtificates at the time of the query. Depending on the
time the CRL is refreshed, a revoked certificate may not appear on the list

« through Online Certificate Status Protocol (OCSP)

o this provides the live status of a certificate at the time of the query

Note: In this lab, in addition to the roles of the certificate owner and the PKI Services administrator, you also
play the role of any third party who wants to verify your certificate’s status. In this lab setup, you can export the
certificate you’ve just created, and its issuers’ chain in the way described below. But in the real world, the third
party needs to get all the related certificates in different ways, eg. get them from some public directory like LDAP.
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Method 1: Check the certificate status through CRL

e Open an IE browser and enter the url displayed in the CRL Distribution Point field in the certificate you have
installed (p.29, 30, 32) in Exercise 1 and click Open when prompted

« Click on the ‘Revocation List’ tab to look at the list of serial numbers of revoked/suspended certificates

(If you don’t find the certificate you just revoked, wait for a few minutes and try again. You need to wait until

the next CRL is posted. Where is the posting interval of CRL set? pkiserv.tmpl or pkiserv.conf? )

Go to http://mvsl.centers.ihost.com:8041/Sharbxx/crls/CRL1l.crl

Cert with serial no. 3 and 4 are revoked or suspended

Certificate Revocation List Certificate qumcation List
General | Revocation List General | Revdcation List
Certificate Revocation List Information oked cerlificates:
Seri numper Revocation date
: 03\ Tuesday, May 02, 3005, |
Field Value 04 Tuesday, May 02, 2006...
B'u'ersion V2 ;
Elssuer Demo Customer Design Cenfre Ce...
Eleffective date Tuesday, May 02, 2006 1:49:22 PM
[Elnext update Thursday, May 04, 2006 1:49:22 PM
ESignaDJre algorithm  shaiRSA Revocation entry
[THCRL Number 35 ol Valoe
[Tl awthority Key Iden... KeyID=5d 3323 de eb 85cc83 5. Serisl PUmber 03
Issuing Distribution ... Distribution Point Mame:Full Mame:... Revocation date Tuesday, May 02, 2006 10:40:16 AM
CRL Reason Code Certificate Hold (&)
Value:
Value:
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Method 2: Check the certificate status through OCSP

Export the user certificate from Exercise 1 (do not export the private key) from the browser. Click on ‘Export’ on p. 48
under the ‘Personal’ tab. Save it to c:\temp\mycert.cer in Base-64 format (click the 2™ radio button when you are
asked on the export format).

Export its signer certificate from the browser. Click on ‘Export’ on p. 48 under the ‘Intermediate Certification
Authorities’ tab. Its name should be Sharbxx CA (xx is the number part of your assigned id). Save it to
c:\temp\mycacert.cer in Base-64 format also.

Export the root certificate. Click on ‘Export’ on p. 48 under the ‘Trusted Root Certification Authorities’ tab. Its name

should be ‘Demo Customer Design Centre Certificate Authority’. Save it to c:\temp\cacert.cer in Base-64 format too.

(We will use the openssl command to send a status request to the PKI Services responder.
To save the typing, a batch file named ‘statusof’ that contains the command which expects 2 parameters (file
contains the user cert and part of URL identifying your system) is placed under \openssi\bin. (The openssl|

command syntax is in the Appendix 2).)
Open a Windows Command processor window,

o enter ‘cd \openssl\bin’

o enter ‘statusof c:\temp\mycert.cer xx’ (xx is the number part of your assigned id)
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o

@)

Look at the Serial Number, Cert Status and Revocation Reason
The first box shows the status after the certificate is suspended — revoked status with reason 6 means

suspension
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The second box shows the status of the same certificate after it is resumed (Go to the Single Issued Certificate page

to click on the ‘Resume Certificate’ button)

Get the status from OCSP using openSSlL..

OCSP Response Data:

OCSP Response Status: successful (0x0

Response Type: Basic OCSP Response

Version: 1 (0x0)

Responder Id: O = The Share(03 Firm, OU = Test, CN = Share03 CA

Produced At: Dec 7 03:13:46 2006 GMT

Responses:

Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 1BA48167FFFD2EC4D90BB2E1F66B109E055C34BE
Issuer Key Hash: ACDDB2434055FF87FFB8790B3F09AEDBA3EB0816

Serial Number: 01

Revocation Time: Dec 6 22:36:04 2006 GMT
Revocation Reason: certificateHold (0x6)
This Update: Dec 7 03:13:46 2006 GMT

Cert Status: revoked Cert 01 is suspended (from reason 0x6)

OCSP Response Data:
OCSP Response Status: successful (0x0
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: O = The Share(03 Firm, OU = Test, CN = Share03 CA
Produced At: Dec 7 03:27:54 2006 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 1BA48167FFFD2EC4DY90BB2E1F66B109E055C34BE
Issuer Key Hash: ACDDB2434055FF87FFB8790B3F09AEDBA3EB0816
serial Number: 01 Cert 01 is not revoked or suspended
Cert Status: good
This Update: Dec 7 03:27:54 2006 GMT
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Exercise 7 — Customization
g

A. Customize a template in pkiserv.tmpl

e Choose the ‘n-Year PKI Certificate for Extensions Demonstration’ template from the Home page (p. 9) and take a
look at all the input fields for that template. There are a lot of them. Don’t fill in anything yet.
* Go to the MVS system’s OMVS session

File Edit View Communication Actions Window Help
Byl e @ ) & @ &l

Menu List Mode Functions Utilities Help

ISPF Command Shell
TS0 or Workstation commands below:

« Edit the pkiserv.tmpl file under /sharelab/sharbxx/pkilab in a similar way shown below.

(Note: Save a copy before you make any changes — cp pkiserv.tmpl pkiserv.tmpl.backup)

MVS1:SHARAGL: /sharelab/sharafl: >

===> cd pkilab

MVS1: SHARABDL: /sharelab/sharafl: > cd pkilab
MVYS1: SHARABL: /sharelab/sharabl/pkilab: >

===> cp pkiserv.tmpl pkiserv. tmpl.backup

¥51:5HARADL: /sharelab/sharafl: > cd pkilab
VS1:SHARADL: /sharelab/shara0l/pkilab: >

===> oedit pkiserv.tmpl

You want to
1) change input field(s) to hard coded field(s),
Here are the steps:
o Find the <TEMPLATE NAME= n-Year PKI Certificate for Extensions Demonstration> section, under <CONTENT>

Delete : ValidStateProv(frm) &&
Delete: ValidCountry(frm) &&

Delete: %%StateProv (optional)%%
Delete: %%Country (optional)%%
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Under <CONSTANT>,
Add: %%StateProv=New York%%
Add: %%Country=US%%

2) change optional field(s) to required field(s)
Here is the step:
under <CONTENT>
Change: %%PostalCode (optional)%% to %%PostalCode%%

Save the changes
Open another IE window to go to the ‘n-Year PKI Certificate for Extensions Demonstration’ template again.
Compare this page with the previous one. You will see:
o the input fields for ‘State of Province’ and ‘Country’ are no longer there.
o the ‘Postal Code’ field becomes a required field.
You can fill in the info to make a request and check for the information in the certificate created using the steps

you have learnt.
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B. Customize pkiserv.conf

« Go to the MVS system’s OMVS session to edit the pkiserv.conf file under /sharelab/sharbxx/pkilab as follows.
(Note: Save a copy before you make any changes — cp pkiserv.conf pkiserv.conf.backup)
You want to change the time interval to turn an approved request into a certificate.

o Change: Createlnterval=1m to Createlnterval=5m

¢« PF3to save the change

« Restart PKI Services (Any changes to pkiserv.conf need re-starting the daemon to pick up the changes)
o Goto MVS system, ISPF S.LOG

File Edit View Communication Actions Window Help

B By P 2 = s 2 9 @
——————— SHARE ISPF 5.9 SCROLLABLE PRIMARY OPTION MENU ---——-——---——-
OPTION ===>

Alternate Dialog

===3
Alternate Dialog ===>

o On COMMAND INPUT ===>, enter ‘/p pkisebxx to stop the daemon first

SDSF SYSLOG 13317.1091 S1 51 01/28/2011 2W 14,836 COLUMNS 02- 81

COMMAND INPUT ===> SCROLL ===>

o Then restart PKI Services, enter /', hit enter

File Edit View Communication Actions Window Help

By o @@ @ % &l & @

Display Filter V¥iew Print D0Options Help

SDSF SYSLOG 14434.103 S1 s1 07/22/2008 0W 13633 COLUMNS

COMMAND INPUT ===> /_ SCROLL ===>
LR 835 00000090 LOCAL TP'S

o Enter ‘s pkiservd,jobname=pkisebxx,dir="/sharelab/sharbxx/pkilab’

Display Filter View Print Options Search Help
System Command Extension

Type or complete typing a system command, then press Enter.

::)
==>

« Go to the PKI Service web page to request a certificate and check if you have to wait longer to get back a
certificate after it has been approved (See how long you will see a serial number displayed under the request

status when you display the requests, p.22. You need to refresh the page to see the change if any.)



Appendix 1

Some commands for the TSO session (3270 interface)

Start emulator
a. Double Click on the provided icon provided
This starts a Pcomm 3270 session using mvs1.centers.ihost.com.
Note: The Enter key is the right Ctrl key

Logon to MVS system
a. When prompted for Userid/ Password/Appl, just enter TSO in the Application field and hit enter

File Edit View Communication Actions Window Help

By 2% E(m| = % 3| @@
Enter Your Userid:
Password: New password:
Application: tso
Application RequTred. No Installation Default

a| & e

b. Enter Userid: sharbxx
(Wherever the lab shows sharbxx substitute your userid, e.g. sharb02)
File Edit View Communication Actions Window Help

| 2| @) w| 't &8 @ ¢
IKJ56700A ENTER USERID -
sharbxx_

e | e

c. Password: given by the instructor
File Edit View Communication Actions Window Help

B3 2o @ b % & &) & ¢

Enter LOGON parameters below: RACF LOGON parameters:

Userid ==> SHARBO1

Password ===> New Password ==

Procedure ===> SHARE Group Ident

d. Hit enter when you see ***, you will be in the ISPF main panel

Logoff from MVS system
a. Keep hitting PF3 until you are presented with this panel
Log Data Set (SHARBxx.SPFLOG1l.LIST) Disposition:
Process Option . . . . 1. Print data set and delete
2. Delete data set without printing
3. Keep data set - Same
(allocate same data set in next session)
4. Keep data set - New
(allocate new data set in next session)

b. Enter option 2
c. Enter logoff
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Open a OMVS session
a. From ISPF main panel, enter option 6
b. Enter: omvs

Exit a OMVS session
a. From OMVS shell, type ‘exit’

Using the oedit editor / ISPF editor
a. From OMVS shell, type ‘oedit <filename>
b. From the line numbers columns (on the left side):
i —insert a line (i 20 — insert 20 lines)
c—copy aline
m — move a line
a — paste a line that you’ve copied using ‘c’ or moved using ‘m’ after the current line
d — delete a line (d 20 — delete 20 lines)
¢. From Command ===>
f xx — find the occurrences of xx
¢ xx yy — change the occurrence of xx to yy (PF6 to repeat the change to the other
occurrences)
d. PF3 to save the file and exit (If you want to exit without saving, type ‘cancel’ on Command===> line)



Appendix 2

A sample openssl command to send a request to an OCSP responder

issuer: file contains the issuer cert of the target cert in Base-64 format

cert: file contains the target cert in Base-64 format, the one you want to check the status

url: location of the responder, in our case, it is PKI Services itself. (The CA and the responder can be different)

resp_text: indicates the print out of the response text
respout: file contains the DER encoded response

CAfile: file contains the root certificate in Base-64 format

Get the status from OCSP using openSSl..

Send a request to the responder:
» openssl ocsp
-issuer \temp\mycacert.cer
-cert \temp\mycert.cer

-url http://mvsl.centers.ihost.com:8041/Sharbxx/public-
cgi/caocsp

-resp text -respout \temp\resp.der

-CAfile \temp\cacert.cer

(Note: In the provided batch file, two input parameters
are used:

-cert %1
-url http://mvsl.centers.ihost.com:8041/Sharb$2/public-
cgi/caocsp)

Here is the link to install openSSL in windows:
http://www.slproweb.com/products/Win320penSSL.html
The document:

http://www.openssl.org/docs/apps/openssl.html
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Disclaimer

The information contained in this document is distributed on as "as is" basis, without any
warranty either express or implied. The customer is responsible for use of this information
and/or implementation of any techniques mentioned. IBM has reviewed the information for
accuracy, but there is no guarantee that a customer using the information or techniques
will obtain the same or similar results in its own operational environment.

In this document, any references made to an IBM licensed program are not intended to
state or imply that only IBM's licensed program may be used. Functionally equivalent
programs that do not infringe IBM's intellectual property rights may be used instead. Any
performance data contained in this document was determined in a controlled environment
and therefore, the results which may be obtained in other operating environments may
vary significantly. Users of this document should verify the applicable data for their
specific environment.

It is possible that this material may contain references to, or information about, IBM
products (machines and programs), programming, or services that are not announced in
your country. Such references or information must not be construed to mean that IBM
intends to announce such IBM Products, programming or services in your country.

IBM retains the title to the copyright in this paper as well as title to the copyright in all

underlying works. IBM retains the right to make derivative works and to republish and
distribute this paper to whomever it chooses.
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